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Terrorist Learning Viewed Through A

Strategic Lens

Explaining Daesh’s Rise To Power

ABSTRACT

Terrorist groups, like any kind of organisation, learn from their own experiences as well as from those of
others. However, these processes of organisational learning and adaptation have not yet been sufficient-
ly understood, especially in view of the profound military-strategic transformations that some groups
have undergone in the 21st century. The question to be examined is how terrorist organisations have
learnt to exert pressure on state actors more effectively thereby increasing their chances of survival and
expansion. Particularly, the terrorist methods of Daesh are analysed through the concept of the ‘exterior
manoeuvre’ as advanced by French strategist André Beaufre. Combining strategic concepts with per-
formative approaches, it is shown how learning processes at the strategic level have enabled Daesh to
exploit vulnerabilities of Western nation-states in unprecedented ways. As a consequence, it is suggest-
ed that counterinsurgency measures should take greater account of the insurgents' strategic aspirations
beyond the battlefield, which can strongly influence the course of the war.
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TERRORISM AND LEARNING

The question how terrorists learn has recently sparked a
lively debate in academia and political journals alike,
with the underlying assumption that if states find out
how terrorists acquire and distribute knowledge, they
will be able to intervene in these processes and can
therefore stop groups from evolving (Mumford 2015).
From cognitive psychology, which focusses on the appro-
priation of new knowledge, to behaviourist theories that
highlight reinforcement and practice, to organisational
theorists who focus on changes in institutional proce-
dures, every field has added value to this discourse. In
order to locate the approach that this essay will take, the
broader debate will be briefly outlined. Subsequently,
this essay’s approach, which draws from previous ones,
while adding a strategic perspective, shall be illustrated.
In fact, there seem to be two dominant ways of thinking
about this topic, one from a rather exclusively theoretical
perspective and the other, which is more empirically
focussed on the learning curves of distinct terror organi-
sations in history and draws little from theory. The works
by Kettle and Mumford (2010; 2017), for instance, are
representative of a battle for definitions that has taken
place. The authors suggest separating learning into dif-
ferent processes such as identification, retention, distri-
bution and implementation and assume that in order to
thwart terrorist learning it is important to intervene in
these distinct processes (Kettle/Mumford 2017: 525).
Furthermore, they reject a number of definitions such as

the frequently cited one by Dolnik, defining terrorist
learning as an “act of introduction of a new method or
technology or an improvement of an already existing
capability”, for not establishing the concept as a broader
outcome of a larger process of learning (ibid.; Dolnik
2007: 10). Instead, they arrive at an apparently more
operational definition, stating that terrorist learning is
“the acquisition of knowledge to inform terrorist-related
activities in the future” (Kettle/Mumford 2017: 530).
However, this broad definition has so far not been suffi-
cient to gain deeper insights into the transformations of
insurgent groups or to provide concrete policy advice.

On the other side of the spectrum are approaches by, for
example, the RAND Corporation or Noriyuki Katagiri
(2015), who have created larger, almost encyclopaedic
works that link analyses of different groups’ learning
experiences together. Yet these studies have not been
able to translate data into a more general theory or mod-
el on terrorist learning. A rather innovative approach has
been undertaken by the Max-Planck-institute in Halle,
Germany. The researchers aim to approach terrorist
learning by interviewing former members of terrorist
groups about their combat experiences in order to identi-
fy learning structures.!

This outline shows that it has been difficult to bridge the
gap between theory and practice in this matter. Taking
the difficulties of the current discourse into account, this
paper avoids getting wrapped up in terminological issues
by looking at terrorist learning as a form of adaptation

! For an overview of the Max-Planck Research Group see: https://www.eth.mpg.de/howterroristslearn
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that has allowed movements to survive and expand. It
will combine theory with empirical evidence by looking
at terrorist learning through a strategic prism, drawing
from the works of classic military strategists such as Carl
von Clausewitz, André Beaufre and Captain B. H. Liddell
Hart. Since it has been difficult to establish broader con-
clusions on the micro and meso level, it is suggested to
take a step back and try to identify how insurgence
groups have learnt over time on a macro/strategic level.
The goal is to first trace back the strategic culture of ef-
fective insurgent groups today and put them into the
context of a learning process that has started after WWIL.
In a second step, the effects of learning on the strategic
level shall be analysed with particular reference to
Daesh. The goal is less to develop a learning theory but
more to identify a certain evolution that illustrates how
groups have managed to exert more pressure on their
adversaries while at the same time becoming more ro-
bust and increasing their longevity in a conflict. In the
case of Daesh, this can be described as a “paralyse and
deter strategy” carried out as part of a “high-tech media
jihad” (Rose 2014: 2). Due to the small scope of the pa-
per, this analysis will not be exhaustive, however, the
empirical results allow to draw first operational conclu-
sions for policymakers.

TERRORISM VERSUS INSURGENCY

To begin with, it is useful to make certain terminological
clarifications with regard to the terms terrorism and in-
surgency. Due to the multifaceted conflicts that have
occurred in the Middle East, Africa but also in Europe
over the last decades, the meaning of the terms terrorist
group and insurgent movement has blurred. Some au-
thors, such as Louise Richardson (2006), have tried to
distinguish the two stating that terrorists are primarily
interested in revenge and that they measure the success
of their attacks by how much attention they receive
(Richardson 2006: 5). In contrast, insurgent movements
would aim to build their own state by wearing down the
enemy until they can engage in conventional warfare and
establish governing structures (ibid.; Byman 2007: 4).
Yet, these differentiations are misleading when applied
to modern organisations such as Daesh, which has the
goal of establishing a so-called “Islamic State” based on
Sharia Law, yet they have also engaged in a variety of
revenge attacks and are vitally interested that their deeds
receive attention. A solution to this conceptual issue is
to classify groups, such as Daesh, as insurgent move-

ments that employ terrorism as a method to achieve
their political goals. It follows that conceptually not all
insurgent movements necessarily engage in terrorism,
although empirically this is by far the most likely case
(Byman 2007: 4). Hence, the term terrorism is to be un-
derstood as a method i.e. “the sub-state application of
violence or the threat of violence to sow panic and bring
about political change” (Laqueur 2004: 450).2 According
to this definition, states could also apply terrorist tactics
and the carpet bombing on Dresden at the end of WWII
has often been discussed in that context (Grosscup 2006:
81). For the purpose of this article, however, terrorism
shall be framed as a conflict of the weak against the
strong - in material terms. Therefore, the opposition
between Daesh and Western nation states is the focus of
interest rather than the interactions between Daesh and
other militias.®

A further distinction relates to what Robert Cassidy
(2006) and others have termed “global guerrillas” of the
21st century as opposed to regional groups involved in
“traditional” or “classical” insurgency (Cassidy 2006;
Gompert 2007; Kilcullen 2009). What defines global
guerrillas, such as modern Al-Qaeda or Daesh, is that
they are international in terms of their organisation,
objectives, intent and recruitment base (Cassidy 2006:
12). In contrast to regional groups, operating within one
state or region, global guerrillas share several defining
features. Not only are such groups extremely aware of
the psyche of their recruits and enemies but, beyond
that, they “appreciate the potential for a new, diffuse
form of insurgency that can simultaneously utilise and
attack globalisation” (Gompert 2007: 11).* Daesh, for
instance, employs the doctrine of a decentralised global
jihad based on drawing individuals and other terrorist
movements worldwide into a common ideology. These
ideas transcend traditional insurgency and “reveal the
capacity of the jihad to learn and thus to change and
perpetuate” (ibid.).

In addition, some scholars in the early 2000s predicted a
revolution in military affairs (RMA) which would affect
the material/technological capabilities of insurgent
movements (Hoffman 2006; Hammes 2006). Concepts
such as “advanced irregular warfare” or “fourth-
generation warfare” suggest that the technological gap
between states and insurgent groups will close as a result
of globalisation.’ This would allow insurgents to make
use of encrypted command systems, for instance, or to
employ cutting-edge hacking methods. Empirically,

2Laqueur (1999) identifies more than 100 different definitions of terrorism (5). For more information see also Central Intelligence

Agency (CIA) Guide to the Analysis of Insurgency.

3 Militia is defined as “a paramilitary force motivated by religious or political ideology, especially one that engages in rebel or terrorist
activities in opposition to a regular army” Oxford English Dictionary (2020).

4 Killcullen (2009) adds the notion of “accidental guerrillas”, suggesting that many extremists today had no intention of fighting, but
were coerced by extremist movements often in response to Western states’ meddling in the region.

5> The concept of advanced irregular warfare was coined by Hoffman (2006) whereas 4GW was first developed by Lind et al. (1989) and
later refined by Hammes (2006). Both concepts have been criticised for their lack of conceptual clarity and for merely repacking the
traditional clash between insurgents and nation-states. For an overview of the debate see: https://mackenzieinstitute.com/2009/01/on-

fourth-generation-warfare/
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these predictions have not yet fully materialised, even
though the technological capabilities of insurgent groups
have certainly improved. In some areas, such as Daesh's
strategic use of small drones, the insurgents' tactical
skills may even surpass those of Western nation-states’
militaries.¢

Against this background it is not surprising that former
US Secretary of Defence Robert Gates declared in 2007
“we expect that asymmetric warfare will be the mainstay
of the contemporary battlefield” (Mazarr 2008: 34). The
question remains, though, how exactly have terrorists
learnt “to harass and frustrate larger regular armies”
over time (ibid.)?

THE STRATEGIC LEARNING PROCESS

Arreguin-Toft (2005) has shown that between the early
1800s and WWII materially weak actors won only a third
of all wars, yet after 1945 they have won more than half
of them (Arreguin-Toft 2005: 4). I shall briefly outline
how that learning process evolved on the strategic level
and from there segue into Daesh’s strategic approach. In
his book “Adapting to Win” Noriyuki Katagiri (2015)
shows that before WWII insurgence groups tried to fight
states in conventional ways, moreover they did not learn
from their defeats as they employed the same strategy in
several conflicts with the effect that “these groups were
repeatedly crushed rather quickly” (Katagiri 2015: 11).
Drawing from different conflicts he analyses that the
average duration of extra-systemic wars before WWII is
2.7 years, whereas after 1945 it increases to 7 years. Fur-
thermore, as the conflicts start to last longer the rate of
victory of insurgent groups goes up (ibid.). Similarly,
Beaufre (1998) writes that before 1939 “people were
blinded by the black and white theories of the 19th cen-
tury that drew a sharp distinction between peace and war
and that there was no alternative” (Beaufre 1998: 129).
The alternative that he is speaking of is indirect strategy,
a concept framed by Liddell Hart (1998:18). The strate-
gist reconsiders the way Clausewitz’ was read with the
idea to put less emphasis on the importance of numbers
in military force. Based on the theory of Liddell Hart, the
greatest possible effect for achieving the political goal
should be reached by engaging as little as possible in
combat - through indirect strategy (1998: 342). Arguably,
insurgent groups managed to increase their longevity
because they moved away from a direct approach i.e. the
open use of force and material resources to obtain “the
essential freedom of action” (Beaufre 1998: 127). In con-
flicts where the material strength varies significantly
between opponents, it is hardly possible to “disarm the

enemy of his entire military capabilities” in a Clause-
witzian way (Clausewitz 1955: 77). Instead, one shall
attempt to reach refined military objectives by dislocat-
ing the enemy and “seeking strategically advantageous
situations” through movement and surprise (Liddell Hart
1998: 339).

In fact, in regular warfare, even superiority in numbers
will lead to a defeat, if the insurgent group does not ap-
ply guerrilla tactics, as states’ higher level of organisa-
tion allows them to mobilise their troops faster (Biddle
2004).” Katagiri (2015) illustrates this using the example
of the Dahomean War between Dahomean Rebels and the
French forces in West Africa in 1890 (Katagiri 2015: 63).
Even though the Dahomean forces were initially twice
the size of the French army their failure to reflect on pre-
vious defeats made them lose the war over time (ibid.).
Drawing from Mao, Katagiri (2015) argues that the only
way for an insurgent movement to win is to avoid open
combat in the early stages of the conflict and instead to
drag the war out. In that way, the group can adapt in
sequences from guerrilla war to conventional war to fi-
nally begin state-building (ibid.; Chaliand 1994: 185).
Since the political objective, the Clausewitzian “Zweck”
of the Dahomean forces was much higher, namely inde-
pendence, survival, and autonomy than that of France,
which would merely lose a colony, the right strategy
would have been to hold out as long as possible and build
a shadow state, while continuously inflicting costs on the
French so that the political cause of the dominating state
diminishes.

According to Beaufre, this realisation was something that
each generation had to learn afresh despite the long his-
tory of guerrilla tactics (1998: 114). However, this con-
clusion can be slightly misleading as it implies that ter-
rorist groups generally evolve in isolation of each other
and are incapable of learning from the experiences of
other groups (Clarke 2019). It seems though that the
communicative interactions between groups have been
growing as a result of globalisation and technological
progress. This has led to multifaceted learning processes
and situations in which terrorist groups that are pro-
foundly different in their background, motivation and
endgames are able to provide learning platforms for oth-
ers (Fiirstenberg/Gorzig 2020). Nowadays, it is increas-
ingly common for groups to share their experiences
online or even to collaborate with experts from foreign
groups when training their own recruits (Forest 2006:
17).8

A more general finding that applies to most insurgencies
is that “the longer the insurgent movement lasts the

¢ Joachim Bertele, Security Advisor to the German Chancellor on Daesh’s use of drone tactics, SciencesPo conference on the future of

National Security, 22th November 2017.

" This ties into Biddle’s (2004) argument that even in asymmetric warfare of the 21st century state’s advances in technology or material
superiority more generally will not determine positive war outcomes if not accompanied by proper force employment, doctrine and

tactics (Biddle 2004: 190).

8 Forest (2006) illustrates this with the example of the FARC guerrillas, who were allegedly trained in urban terrorist tactics by three

IRA members arrested in Bogota in 2001.
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higher will be its chances to survive its infantile diseases
and to take a root” (Galula 2010: 10). A successful exam-
ple of how an insurgent group learnt to consolidate its
structures step by step is the Algerian war in 1956. Said
Ferdi (1981) describes in detail how the Algerian insur-
gents succeeded in bringing the local political structures
under their control through coercion and attacks, there-
by taking a toll that was too heavy for the French public
to bear (Ferdi 1981: 161). It is argued that this strategy
has been a rational learning process that was triggered by
recurring defeats in open confrontations with the French
forces. Similarly, the Taliban insurgency provides an
example of a group that learnt to bring local structures
under their control in order to inflict political costs. Af-
sar et al. (2008) argue that in the early days of the Tali-
ban - under commander Mullah Omar - the group was
known for their “Robin Hood like actions” as the
“protector of the people” (Afsar et al. 2008: 68). In the
mid-2000s, however, the group gave up on this strategy
and sought to coerce local populations to provide shelter
and hiding in an effort to increase civilian casualties
from coalition airstrikes. This led to an increase in civil-
ian deaths and drove “a wedge between the coalition
forces and the population” (ibid.). Moreover, it changed
the coalition forces’ perception of the population as de
facto supporters of the Taliban. This exhaustion strategy
has been described as the “war of the flea” aimed to
make the enemy suffer the dog’s dis-advantages: “too
much to defend; too small ubiquitous and agile an enemy
to come to grips with” (ibid; Johnson/Mason 2007: 81;
Taber 1965). Arguably, the demonstrated strategic learn-
ing process stands behind all (effective) insurgent activi-
ties today.

THE PROLIFERATION OF INDIRECT STRATEGY

After having outlined this evolution of strategy, the
question remains how insurgent groups managed to ac-
quire this knowledge and improve their strategic ap-
proaches. In this regard, Katagiri (2015) remains vague as
for him organisations have shown rather weak perfor-
mances when it comes to learning. This is because sever-
al groups have used the same ineffective strategy against
their adversaries over decades (Katagiri 2015: 35). He
argues that this was due to the availability of military
technology that “favour a conventional strategy and
force structures” (ibid.). The second major constraint in
learning strategy is the availability of communication
technology so that groups can learn about past experi-
ences from other groups. The reason why Maoist theory
was spread around the world and inspired revolutions in
Latin America and elsewhere was because it coincided
with innovations in communication technology (Katagiri
2015: 36). Due to increasing globalisation, more insur-

gency leaders were educated in Europe and exposed to
the theories of revolutionary thinkers such as Marx and
Lenin, which enabled them to rethink revolutionary war-
fare.

While Katagiri (2015) illustrates that sequencing is an
important co-determinant of successful insurgencies, his
analysis is predominantly focussed on the concept of
military victory. Beaufre (1994;1998), on the other hand,
employs a concept that puts emphasis on inflicting polit-
ical costs at the dominant state as a means of deciding a
conflict. The recent conflict with Daesh in the Middle
East provides an example of indirect strategy that was
not only successful to a certain degree but also novel in
its approach. The argument is that non-state groups have
learnt to increasingly exploit the “new vulnerabilities” of
nation-states by finding novel ways of inflicting political
costs. The effect is that Western democracies find it more
and more difficult to engage in insurgence conflicts
abroad (Laqueur 2004: 450).

DAESH: THE EFFECTIVE APPLICATION OF INDIRECT STRATEGY

Even though Daesh did not follow a typical Maoist rise to
power due to the fact that they split from Al-Qaeda Cen-
tral, Daesh proved to be well versed at learning indirect
strategy (Hoffman 2016; Hassan 2018).° Drawing from
Beaufre (1998) one can identify a significant learning
process that separates Daesh from previous terror groups
when it comes to applying erosion tactics (115). The first
important element of the erosion tactic is to hold out
materially, which means to ensure a supply of money and
weapons so that the troops can be maintained (ibid.).
Especially at the beginning, Daesh managed to do this in
exceptionally successful ways. The group’s large
amounts of oil exports, coupled with bank robberies in
northern Iraq as well as raids on military depots, provid-
ed them with both money and advanced weaponry
(Moore 2017). In addition, just like the Aum Shinrikyo in
Japan at the time, Daesh has been one of the most effec-
tive groups at looting and kidnapping (ibid.). Another
important source of funding constituted the financial
and material support provided by individuals and states
that supported the group's ideology. Weiss/Hassan
(2015) argue that Islamist terror groups have been more
successful in securing funding than others, which has
encouraged even groups with more secular aims to adopt
an Islamic cloak (Weiss/Hassan 2015: 181). Daesh, how-
ever, has taken the marketing of its ideology to the ex-
treme by even setting up professional propaganda de-
partments as discussed below. This unified their base and
let them become the best-funded terror group on earth
according to the Washington Institute (Zimmermann
2017: 19).10

Even more important than the material sphere in war is

° For an overview of Daesh’s evolution, see: https://edition.cnn.com/2014/08/08/world/isis-fast-facts/index.html and https://
www.theatlantic.com/ideas/archive/2018/11/isis-origins-anbari-zarqawi/577030/

10 For a detailed outline of Daesh’s funding, see: https://www.washingtoninstitute.org/upload/infographics/Islamic-State-of-Iraq-and-
al-Sham-ISIS-Funding.pdf and https://scholar.princeton.edu/sites/default/files/jns/files/450-3020-2-pb.pdf
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the psychological sphere, which Beaufre (1998) deems
“essential in indirect strategy” (117). The strategist ar-
gues that every military operation needs to be conducted
with the end to achieve psychological success, which
according to him is the only “true success” in indirect
strategy (ibid.). For instance, it is vital to hold up the
morale of the insurgent troops in order to make believe
that one is fighting the morally just fight and that despite
inferiority in numbers the conflict will be won. In this
respect, social media is a central feature of modern ter-
rorism as a means of gaining access to the minds and
eyeballs of millions. In terms of Daesh, it appears that
never before has an insurgence group managed to use
propaganda and indoctrination in such effective ways
and the term “high-tech media jihad” seems to aptly
describe this phenomenon (Rose 2014: 2; Huyghe 2007).
Among Western social media strategists who have dis-
cussed Daesh’s propaganda, two particularly strong do-
mains stand out:

€)) recruitment through the spread of ideology
via high-tech productions primarily by
the al-Hayat Media Centre (e.g. the video
series Mujatweets),

2) animation of military victories and terror
attacks to reinforce group morale and dis-
tract from military defeats.!!

Similar to the Aum in Japan, Daesh managed to recruit
experts for different fields, as in the case of Baraa Kadek,
a Syrian journalist who joint in 2013 and set up the so-
called “news agency” Amaq which even involves a mobile
app and an English language magazine called Dabiq."
Unlike previous terror organisations, Daesh offered sev-
eral easy to access platforms for journalists and as they
uploaded many of their messages in several languages,
they could often be directly transferred to people around
the world. On top of that, their content production was
often highly professional. In the words of Australian Ar-
my information specialist Jason Logue, “they mastered
the concept of propaganda of the deed”, meaning the
mise en scéne of military victories, “like no other group
before” (Logue 2015: 2).13 This enabled them to expand
their recruitment base across the globe. Following the
official establishment of the ‘caliphate” in June 2014,
there has been an exponential increase in the number of
Daesh foreign fighters in Iraq and Syria, from around
6,000 in 2013 to an estimated 20,000 in 2015, up to more
than 40,000 foreign fighters in 2017, according to UN
data (IISS 2020).4

By late 2015, Daesh had expanded to such a level that it
would have been strategically wiser to consolidate con-
trol over the won territories and to build institutions
while making all efforts to deter Western governments
from launching a concerted counter-offensive on the
ground (Hansen-Lewis/Shapiro 2015: 151). Stopping the
territorial expansion, however, would not have been in
line with the group’s mission as “the waging of war to
expand the caliphate is an essential duty of the ca-
liph” (cited in Wood 2015: 59). The group thus continued
its military expansion by fighting Syrian and Iraqi forces
in the open and gradually began to suffer from overex-
tension." In sum, the main source of Daesh’s success lies
less in the thought-out application of offensive strategy
but instead results from the effective spread of ideology
- as part of indirect strategy. The question remains,
however, as to what military-strategic calculus lies be-
hind the propaganda directed at the enemy in the West?
After all, a high level of group morale alone is not suffi-
cient to achieve military victory when being confronted
with the strongest armies in the world.

DAESH’S EXTERIOR MANOEUVRE

Clausewitz noted that when the destruction of the enemy
is unlikely due to unequal material or moral forces, one
can engage in other strategies for example by trying to
“paralyse the enemy” (Clausewitz 1955: 143). This is the
lens through which one shall look at Daesh’s strategy to
counter Western democracies. Instead of being aimed to
lead to direct military victory, the terror attacks and
propaganda efforts have to be seen as political tools as
part of a wider “exterior manoeuvre” to reach the politi-
co-military objective (Beaufre 1994: 1023). According to
Beaufre (1994), the “likelihood of success of an operation
is dependent upon the success of action on the world-
wide-plane” (ibid.). In contrast to the “internal manoeu-
vre”, which takes place on the actual battlefield, the ex-
ternal manoeuvre refers to actions intended to have an
impact outside the theatre of war. It is argued that
Daesh's actions beyond the battlefield are central to ex-
plaining why the group has managed to sow chaos for
five years and continues to do so, now especially through
splinter groups in Africa and elsewhere. There are two
central parts to Daesh's exterior manoeuvre: first, the
terror attacks in the West and, second, the violent propa-
ganda campaigns through execution videos. Each time
the audience is the Western public as well as governing
elites and both activities work together to generate one

11 The al-Hayat Media center was established in 2014 and produced print and digital content in different languages to promote the

Daesh ideology to wester audiences.

12 See: discussion on Wired & Vice: https://www.wired.com/2016/03/isis-winning-social-media-war-heres-beat/
13 For an analysis of the “propaganda of the deed” see: https://thestrategybridge.org/the-bridge/2016/1/3/propaganda-of-the-deed
14Press Release: UNSC, ‘Greater Cooperation Needed to Tackle Danger Posed by Returning Foreign Fighters, Head of Counter-

Terrorism Office Tells Security Council’, 28 November 2017.

15 Furthermore, Russian bombings coupled with US airstrikes in north-east Syria and finally the Turkish military operation in 2019 all
contributed to the military defeat of Daesh, which lost its last territory in March 2019.
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dominant strategic effect: the paralysis and deterrence of
the enemy in order to strengthen the group and increase
its freedom of action.

PARALYSIS THROUGH TERROR ATTACKS

In order to achieve a paralysis effect, Beaufre (1998) ar-
gues, one can use “from the subtlest to the most brutal
procedures” (Beaufre 1998: 111). Daesh opted for the
latter one and strategically unleashed a level of violence
that was “beyond anything we have ever seen” (Friis
2015).'¢ For instance, the terror attacks in several Euro-
pean countries made Daesh look more threatening than
their actual capabilities suggested and thus increased the
group’s international profile. In addition, the spread of
images of a burning Eiffel Tower or the Big Ben which are
supposedly untouchable symbols of the "West” did not
only evoke memories of the destroyed Twin Towers but
also enforced the notion of omnipresent vulnerability or
at least the end of Western invulnerability. The idea was
to send the message “we can attack anyone, anywhere at
any time and you cannot stop us”. Also, the most recent
call to “Jihadi fighters” to take knives and cars to attack
in Europe and the US (rather than coming to Syria to
fight) is in line with that logic.!” Needless to say, there
are several strategic advantages to knives and cars such
as that they require less skill and are more difficult to
detect by law enforcement, but even more important is
that they have a strong emotional effect. The use of vehi-
cles for instance creates a constant threat environment
as people are surrounded by them during their day-to-
day lives.”® In that way, everyone becomes a potential
attacker. Knives, on the other hand, are often associated
with rage and brutality as they trigger “a more visceral
and graphic experience” and instil more fear than e.g.
ballistic weapons (Niiler 2014). Liberal democracies seem
particularly ill-equipped to defend themselves against
such attacks by virtue of their openness. The combined
effect is a sense of losing control in a way that each new
attack increases political pressure on decision-makers to
counter the threat and restore a feeling of security.

While it is difficult to evaluate the psychological effects
of this strategy on the public as a whole, certain observa-
tions can be made. It becomes increasingly evident that
terror attacks have a strong potential to create social
division. A recent study by Béhmelt et al. (2020) analyses
the social impact of all terrorist attacks in Europe after
9/11 on the basis of a spatial-econometric model. It finds

that terror attacks indeed lead to increasingly negative
perceptions of minorities, especially when the attack
happens within the home country of a citizen.! Similar-
ly, the Federal Office for the Protection of the Constitu-
tion in Germany states that Islamist terrorist attacks play
an important role in right-wing extremist propaganda,
contributing to a five-fold increase in right-wing extrem-
ist crimes in 2014.%° Ultimately, it appears that the terror
campaign of Daesh in the West represents what is at the
core of the terrorism method, that is fear, social division
and publicity, yet this time with the implicit goal of pa-
ralysis and deterrence. The goal of deterrence is reached
when governments decide that the struggle against the
insurgent group is too politically costly in relation to the
security gains. In the context of the Madrid attacks in
2004, a document was found in which Al-Qaeda sympa-
thisers precisely state this goal. The authors of the docu-
ment identify Spain as the “weakest link” in the US-led
coalition due to the country’s high level of “public oppo-
sition to the war” (cited in Neuman 2007: 14). As US
withdrawal was unlikely, the aim was “to make one or
two US allies leave the coalition because this will cause
others to follow suit and the dominos will start fall-
ing” (ibid.).

By contrast, it is also possible to think that terror attacks
provide incentives for states to commit more to counter-
terrorism efforts abroad, especially when they are already
involved in the conflict. For the terror attacks to go
“unpunished” and to create a lasting paralysis effect, it is
important to constantly remind the opponent of the
costs that a counter-offensive would entail. Here, the
functional role of the execution videos provides im-
portant insights.

DETERRENCE THROUGH VIOLENT PROPAGANDA CAMPAIGNS
Previous works have already pointed out that one func-
tion of Daesh's propaganda campaign was to deter (Zech/
Kelly 2015; Spens 2014). Yet, most research falls short in
explaining the strategic calculus and learning processes
that stand behind these efforts. Admittedly, it would be
too far of a stretch to argue that media content alone
determines the course of war. While this is rarely the
case, propaganda can be an important factor and rein-
force existing dispositions (Jowett/O’Donnell 2018: 4;
Hansen 2015).

In the scholarly discourse, two dominant reasons are
usually advanced to explain Western states’ reluctance to

16 This statement was issued by Chuck Hagel, US Secretary of Defence from 2013 to 2015, in response to the execution videos: https://
www.politico.com/story/2014/08/chuck-hagel-isil-defense-james-foley-110241

7Daesh’s book "Muslim Gangs” entails instructions on how to spread hatred, raise money and carry out attacks.

18 Another example of the legacy of Daesh are the bollards that can now be found at the entrances of most pedestrian zones, which are
in some ways a reminder of Western vulnerability (Shevetsov et al 2017).

19 Furthermore, the findings suggest that this effect travels across borders meaning that the size of the effect increases the closer the

attack is to the national border (Bohmelt et al. 2020: 439).

2From 2014 to 2015 right-wing extremist crime increased from 170 to 894 cases and has since fluctuated on that level reaching 925 in
2019. The proliferation of right-wing violence is also associated with an increase in left-wing extremism (see BKA Report 2015, 45;
2019, 54): https://www.verfassungsschutz.de/embed/vsbericht-2019.pdf https://www.statewatch.org/media/documents/news/2016/jun/

germany-bfv-annual-report-2015-de.pdf.
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fight Daesh on the ground. First, the experiences in Iraq
and Afghanistan led to the realisation that it is very diffi-
cult to (successfully) exit these conflicts once states have
become deeply involved in them.?' Second, the extreme
complexity of the conflict in Syria and the numerous
actors involved in it made it difficult to develop a coher-
ent set of long-term strategic goals. In addition to these
structural elements, this article argues that the violent
propaganda videos provided another impetus that dis-
couraged states from sending ground troops, which has
been largely overlooked so far. Moreover, given the pro-
fessional propaganda infrastructure that Daesh built over
time and the narratives it constructed, this strategy was
not the result of happenstance, but a learnt behaviour to
pursue deliberate politico-military goals.

The video series revolving around the execution of
American and British journalists and aid workers are em-
blematic of that approach. The series began with a video
titled “A message to America” published on YouTube on
19 August 2014. It depicts the execution of US Journalist
James Foley as an act of retaliation for US airstrikes in
Iraq. The video concludes with images of another kneel-
ing hostage (the US photo-journalist Steven Sotloff) and
a warning towards Obama that the life of this American
citizen depended on his next decision. It proved to be no
empty threat. On 2 September 2014, a similar video was
uploaded to various platforms showing the beheading of
Steven Sotloff.?2 The narrative connection between the
videos indicates that they were not ‘made on the spot’,
but strategically constructed with medium and long-term
goals in mind. During the autumn of 2014, these behead-
ing videos played a remarkable role in media and public
debates and on several occasions, Western leaders had to
justify their ban on using ground forces (Friis 2015).23

To gain insights into the military-strategic function that
the videos aimed to fulfil, it is proposed to use the prism
of Beaufre’s exterior manoeuvre. Furthermore, findings
from post-structuralist/performative approaches to visu-
al imagery shall help to deconstruct the effects of the
execution videos. As mentioned earlier, visual images
may affect the politics of war by shaping “the interpreta-
tive schemes within which war is understood and re-
sponded to” (Friis 2015: 731; Hansen 2015). Moreover,

visual representations of war may function as an
“ontological-political condition or a condition of possi-
bility for political action” and thereby affect the course
of war indirectly (ibid.). The Daesh beheading videos
arguably shaped the perception of Daesh as a military
actor, and, accordingly, affected which political respons-
es appeared sensible.

Based on this logic, the execution videos served as a
frame of reference that made politicians think about
whether and how they would engage with Daesh. In view
of the strategic production and dissemination of the con-
tent, it appears that the terrorist group consciously
aimed to create public outrage and political pressure.
Indeed, while in January 2014 Obama had called Daesh a
“junior varsity team”, in his statement after the first vid-
eo, in August 2014, he referred to the group as “cancer”
stating that the beheadings represented “an act of vio-
lence that shocks the conscience of the entire world”.?*
The very existence of these videos as discourse markers
in the West is related to their function of deterrence. As
such, the videos constituted a situation where an insur-
gent group provided the interpretative schemes for the
West to understand the conflict. This has been unprece-
dented on that scale, as usually most foreign interven-
tions are mediated by national news outlets or govern-
ments. In fact, most of the time, debates on foreign-
interventions do not even accumulate to form a salient
public discourse.? Arguably, this is hardly surprising as
in Western “post-heroic societies” it has become increas-
ingly difficult for politicians to win public support by
endorsing foreign interventions, which are always at risk
of undermining peace values (Miinkler 2007). In this
case, however, the images of “Jihadi John” were all over
the news in 2014 and created visual facts that became in
some ways terrifying symbols of Daesh. It provided a
frame of reference for politicians and the public that
could not be evaded. For policymakers this is particularly
problematic as during a ground intervention their mo-
nopoly of information would be severely undermined.
What supports this claim is that the US and UK police
fiercely worked to censor the execution videos, issuing
repeatedly that watching them would be a crime
(Halliday 2014).2¢ Besides this meta-level aspect of deter-

21 In his Address to the Nation, on 6 December 2015, Obama stated: “if we occupy foreign lands, ISIS can maintain insurgencies for
years, killing thousands of our troops, draining our resources”. https://obamawhitehouse.archives.gov/the-press-office/2015/12/06/

address-nation-president

22 Thereafter, three more videos were released, allegedly showing the beheadings of British aid workers David Haines and Alan Henning

and American aid worker Abdul-Rahman Kassig.

% In September 2014, an NBC News/Wall Street Journal survey found that American voters regarded the US as less safe in the weeks
following the broadcast of the Sotloff and Foley beheadings than at any point since 9/11: https://newscms.nbcnews.com/sites/
newscms/files/14901_september_nbc-wsj_poll.pdf. At the same time most voters refused a ground invasion in 2014 (Doherty/ Weisel
2014): https://www.pewresearch.org/politics/2014/10/22/support-for-u-s-campaign-against-isis-doubts-about-its-effectiveness-

objectives/.

24 The “JV team” comment was often referenced later. It was issued in an interview published by the New Yorker on 27 Jan. 2014. The
latter comment was issued during ‘Remarks on the death of James W. Foley in Syria from Edgartown, Massachusetts’.

% In this regard one may ask how much the European public is aware of events relating to the UN and EU missions in Mali? Usually,
debates about foreign military interventions only erupt when mandates need to be prolonged or dramatic incidents involving casualties

take place.

2 In the UK for instance watching the videos could lead to prosecution under anti-terror laws.
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rence, the videos’ content provides another important
stimulus.

Public support is especially low for interventions which
appear to be (a) dangerous and (b) far away from the
homeland in geographical and psychological terms
(Kavanagh et al. 2020: 55).2” Arguably, Daesh animated
exactly these kinds of aspects in their videos, which have
been described as a “modern guillotine execution specta-
cle with YouTube as the town square” (Kozlowska 2014).
Based on construal theory in psychology, it can be argued
that the image of the medieval caliphate in the desert
mentally creates spatio-temporal distance to the theatre
of war and the people in it (Krebs and Rapport 2012;
Alper 2020). Furthermore, the lack of familiarity gener-
ates social distance and in combination with the stylised
physical violence, this reinforces the idea that it is better
to only engage with this threat from a safe distance
(ibid.).” For politicians, this presented a catch-22 situa-
tion. On the one hand, public outrage over the videos
demanded a strong condemnation and a solution to the
problem. This led some policymakers to describe the
videos as a “terrorist attack” or even a “declaration of
war”.?” On the other hand, the complexity of the conflict
coupled with Daesh’s mediatisation made the political
costs of quickly ending their reign appear extremely
high. While a concerted counter-offensive would imbue
high political and emotional costs in the long term, not
engaging with Daesh could lead to more social division
and undermine trust in political elites in the short term.
In sum, there is ample reason to believe that Daesh's
propaganda machinery made a successful ground inter-
vention appear increasingly difficult, as executions of
NATO soldiers would have been too hard for the public
to bear over time. Daesh seems to be the first insurgent
group that has learnt to orchestrate performative ele-
ments in modern media so effectively. The group strate-
gically created visual facts that altered its perception and
increased the costs of an intervention on the ground. In
the words of Beaufre (1964), the exterior manoeuvre
serves to assure more liberty of action “while paralysing
the adversary through a thousand ropes of deterrence -
just as the Lilliputians were able to chain down Gul-
liver” (Beaufre 1964: 60). The execution videos can be
described as such a string of ropes, which tied down
Western states - as they were hit by terror attacks. Espe-
cially, in the years 2014-2016, Daesh was able to paralyse
Western democracies while boosting their morale with
every further conquest. It was not least because of their

success that Daesh was able to export its ideology to Af-
rica, where Boko Haram and a splinter group of al-
Shabaab swore allegiance to the Islamists in 2015. On the
other hand, the USA and its European allies confined
themselves to combat that poses small political risks,
namely air warfare from a great distance, supported by
the Kurdish YPG on the ground.®® In Clausewitzian
terms, one may say that this paralysis and deterrence
strategy was credible in order to compel the enemy to do
Daesh’s will (Clausewitz 1955: 143).

LEARNING TO EXPLOIT NEW VULNERABILITIES

Laqueur (2004) speaks of a “new vulnerability” of West-
ern states which on a material level resulted from tech-
nical progress that allowed the building of more vulnera-
ble “high-tech megacities” (Laqueur 2004: 451). More
important seems to be though states’ psychological dis-
position today, which is the result of experiences with
colonialism, Vietnam and especially the Gulf Wars that
did not lead to “decisive victories” and lasting periods of
peace. Past interventions abroad came at a high political
price and therefore decreased the political capital to en-
gage in military interventions today (Blainey 1988: 3).
Nowadays, Western countries are predominantly inter-
ested in keeping the risk of military losses as small as
possible which results in the reduction of “point defenc-
es” inside conflict zones as effective means to reduce
terrorist expansion (Luttwak 1987: 201). Terrorist groups
like Daesh seem to have learnt how to exploit this by
escalating to a more unlimited fight. The new rule seems
to be the higher the level of escalation and brutality, the
higher the political costs they can inflict. As Laqueur
(2004) argues, a hundred years ago terrorists would avoid
attacks that harm innocent family members of a targeted
person, whereas now there seem to be no limits because
groups have realised that “indiscriminate murder serves
the political aim” (Laqueur 2004: 452). As illustrated in
the case of Daesh, the extremely violent propaganda and
their mise en scéne provided a strategic advantage to the
group in line with the notion of the “paralyse and deter
strategy”. The consequences of this process are twofold:
first, it becomes increasingly difficult for liberal democ-
racies to defend themselves materially and psychologi-
cally; second, in post-heroic societies, it is a difficult
challenge for policymakers to terminate an intervention
with a positive outcome in relation to the objectives of
the war (Clausewitz 1955: 570; Miinkler 2007). Conse-
quently, Western countries might find themselves be-

271t should be noted that there are several other factors that affect public opinion on military interventions such as, for instance, elite
cues. For a discussion on Syria see: https://www.sciencespo.fr/ceri/en/content/united-states-and-syrian-crisis-influence-public-

opinion-non-intervention-policy

28 Counter to this argument, the dissemination through social media renders the videos more immersive, which may reduce psychologi-
cal distance according to some contrual theorists (Breves/Schramm 2020). For a discussion of construal theory in IR see (Krebs and

Rapport 2020).

2 See Office of the Press Secretary, ‘Press briefing by Principal Deputy Press Secretary Eric Schultz and Deputy
National Security Advisor Ben Rhodes’; Similarly, John Kerry tweeted ‘ISIL [ISIS] must be destroyed/will be crushed’ (Friis 2015: 735).
3 see Heinrich Boll Stiftung (2015) “Airstrikes alone won’t defeat ISIS”. https://www.boell.de/index.php/en/2015/12/02/airstrikes-alone

-wont-defeat-isis
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yond their political capabilities to continue interventions
in the Middle East and have to withdraw more and more
military activity, which could mean that gradually the
territory falls into the hands of local warlords or terrorist
groups as currently feared in Afghanistan (Von der Bu-
chard 2020). This is not to be read as a normative critique
or argument that any military intervention in Syria
would have been wiser. It is to highlight the complex
context within which decision-making is taking place in
the age of high-tech media terrorism.

Conclusion: Thwarting Terrorist Learning
Policymakers would benefit from looking at the propa-
ganda campaign coupled with the terrorist attacks in the
context of a learnt exterior manoeuvre, taking into ac-
count the notion of performativity. It appears evident
that they cannot simply be subdued as blind violence
against the so-called “infidels” without a strategic calcu-
lus. This paper has argued that insurgent movements
have gone through a strategic learning process, which
makes counterinsurgency efforts more challenging.
Groups seem to have better understood what the weak
points of states are, namely their political capital to en-
gage in these conflicts. It appears that the recent devel-
opments in technology have benefited terrorist groups in
myriad ways. Not only did it improve their communica-
tion abilities within the group as well as their intercon-
nectedness with other organisations, but it also enabled
them to exploit new vulnerabilities through the strategic
use of audio-visual media (Laqueur 2004). Particularly,
the experience with Daesh shows how the notion of per-
formativity begins to play an important role in the
group's strategic thinking about how to deny their oppo-
nents “the probability of victory” (Clausewitz 1955: 161).
If we grant belief to Beaufre (1998), the root of
many defeats were actions that took place outside the
actual war theatre. Consequently, we need to pay closer
attention to the strategic calculus behind insurgent
groups’ activities beyond the battlefields. Placing the war
against Daesh and its allied groups in the context of a
“global insurgency” as advanced by Cassidy (2006) and
Gompert (2007) will likely have deep implications on
doctrine and interagency coordination. Arguably, if poli-
cymakers want to stay ahead of the learning curves of
these groups they need to embrace approaches that look
at insurgent strategies from the eyes of specific organisa-
tions. Ideally, the goal must be to stop them from ex-
panding as early as possible. Furthermore, to counter the
military expansion of terrorist groups, policymakers
would be well advised to seek to understand how certain
groups combine offensive strategic approaches with indi-
rect strategy.
Finally, it seems difficult to subsume the diffuse ways in
which different groups have learnt under one theory with
practical relevance. The concept of learning remains
nevertheless useful because it puts emphasis on how
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groups interact with their environment and respond to
stimuli they receive from friends and foes. Understand-
ing these reception and interaction processes from the
“terrorist’s eye-view” will be key in order to prevent and
stop global guerrillas. Future research could further ex-
plore how different insurgent groups understand and
incorporate the so-called new Western vulnerabilities
into their strategic approaches. Particularly, one may ask
under what conditions the mediatisation of violence in
an attack serves a specific military-strategic goal (Borum
2004). To conclude, the discourse of terrorist learning
would benefit from combining strategic perspectives
with post-structuralist and psychological axioms in order
to enlarge our understanding of asymmetric warfare.
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